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	25/03/2026
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	Review date:
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	Assessor:
	
	Strategic Goal(s):
	

	Functional Area:
	
	Assessment Date:
	

	School/Department:
	
	Context/situation we are trying to protect:
	

	Head:
	
	
	

	Task/Area:
	
	
	



	
	Lead up (Before)
	
	Recovery (After)
	

	
	Causes (Threats)
	Control Barriers
	C/AR
	Top Event
	Defence Barriers 
	C/AR
	Consequences (Impacts)
	

	Potential causes
	
	
	
	
	
	
	
	Potential outcomes

	
	KRI
	KCI
	
	KCI
	KRI
	

	
	
	
	
	
	
	


Risk Rating
	Impact Area (see impacts list below)
	Impact Score
	Likelihood Score
	Total Score (IxL)

	Insert impact as appropriate
	Before Controls[footnoteRef:2] (Raw) [2:  Raw: Score inherent impact and likelihood, i.e. with no controls in place.] 

	
	
	

	
	After Controls[footnoteRef:3] (Residual) [3:  Residual: Score impact and likelihood with current controls in place. The risk assessment should be repeated/re-scored once any proposed controls are in place to give an updated residual risk level.] 

	
	
	

	Insert impact as appropriate
	Before Controls (Raw)
	
	
	

	
	After Controls (Residual)
	
	
	

	Insert impact as appropriate
	Before Controls (Raw)
	
	
	

	
	After Controls (Residual)
	
	
	

	Add lines for additional Impact Areas (below) as necessary 
	Before Controls (Raw)
	
	
	

	
	After Controls (Residual)
	
	
	



Impact Areas: 							Impact, Likelihood and Risk Scoring Table:Impact
(5) 
Severe 
Low
Medium
High
Extreme
Extreme

(4) 
Major 
Low
Medium
Medium
High
Extreme

(3) 
Moderate 
Low
Low
Medium
Medium
High

(2) 
Minor 
Insignificant
Low
Low
Medium
Medium

(1) 
Insignificant 
Insignificant
Insignificant
Low
Low
Low


Less than 10% chance of occurrence 
10-39% chance of occurrence at some time 
40-69% chance of occurrence at some time 
70-79% chance of occurrence at some time 
80% or above chance of occurrence at some time 


Rare (1)
Unlikely (2)
Possible (3)
Likely (4)
Almost Certain (5)

Likehood


· Strategic and Operational
· Regulatory: Compliance/Legal
· Financial
· Reputation
· Business Continuity
· Health and Safety/Injury impact



Appendix – Explanatory Note
	Assessor:
	Person carrying out the risk assessment
	Strategic Goal(s):
	List applicable Strategic Goals as per the UCC Strategic Plan

	Functional Area:
	
	Date:
	Date of Assessment

	School/Department:
	
	Context/situation we are trying to protect:
	· Starting point – Context/Situation in which a risk could arise. 
· These are situations that are a normal part of the Organisation where there could be a negative impact if control over a threat is lost.
· The purpose of a Bowtie is to consider how that situation is kept from turning into something unwanted.
· Bowties are completed for those threats with high potential to cause harm (or loss of opportunity) – I.e. the issues that are of most concern. 

	Head:
	Head per the definition in the Principal Statute (latest edition, Clause: F.5.a. Purpose and Definitions)
	
	

	Task/Area:
	May be a physical location, e.g. Laboratory or area of work, e.g. financial accounting
	
	



	
	Lead up (Before)
	
	Recovery (After)
	

	
	Causes (Threats)
	Control Barriers 
	C/AR
	Top Event
	Defence Barriers 
	C/AR
	Consequences (Impacts)
	

	Potential causes
	· Specific threats that could lead to the top event. 
· There can be multiple threats. 
· Threats could be the result of a failure, an external influence, or operational issues.
· Avoid generic terms like ‘human error', ‘equipment failure’, or ‘weather conditions’. 
· What does a person actually do to cause the top event? 
· Which piece of equipment will fail? 
	Prevention
· These control barriers prevent/interrupt an event happening, e.g.: A procedure/policy etc.
· Preventive measures you put in place to control unwanted scenarios, ask:
· Can the causes be eliminated, avoided or reduced?
· What barriers are needed?
· How effective are the barriers?

	Are these control barriers in place/current (C), or do they require to be put in place/Action Required (AR)?
	Top Event

This is the central moment when control over the situation is lost, but adverse consequences have not yet occurred.

There is still time to mitigate the impacts.

Example:
“Loss of control of the car” rather than “car crash”
	Mitigation
· These barriers are for if the event happens, despite the control barriers being in place. 
· What can we do now to reduce the consequential impact/harm?
· What’s Plan B? What are the backup plans? 
· Barriers can be:
· Detective (identify, delay, reduce impact).
· Reactive (mitigate or correct).
· What recovery measures are needed?
· Are recovery capabilities suitable and sufficient?

	Are these mitigation barriers in place/current (C), or do they require to be put in place/Action Required (AR)?
	· ‘Consequences’ are the outcomes or impacts from the top event occurring. 
· There can be more than one consequence for every top event. 
· Don’t be generic. Impact headings are broad – use them as a guide but give specific information under each bullet point. This will make it easier to determine barriers.

	Potential outcomes

	
	KRI
	KCI
	Risk Event
	KCI
	KRI
	

	
	See below.
	See below.
	
	
	
	



Key Risk Indicators (KRI) are metrics or indicators (early warnings) used to assess and measure potential risks within an organisation. KRI help identify and monitor risks before they escalate into negative outcomes. Rather than waiting for adverse consequences to occur, KRI allow proactive risk management.

Key Control Indicators (KCIs), also known as Control Effectiveness Indicators, are metrics that measure how well specific controls are performing. KCI quantify how effectively a particular control tool, approach, or methodology is functioning. KCI play a crucial role in managing risk and strategy execution.
			2
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