Please Note: This presentation is being recorded and will be
made available online. Any questions you ask during the Q&A
Session may form part of that recording.
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GDPR: Information Session for Staff
Friday 11th May 2018
Catriona O’Sullivan, Information Compliance Manager, UCC

Agenda
Overview of GDPR and Data Protection
Why it is important to know about
GDPR / Data Protection
Principles of GDPR / Data Protection

Key changes GDPR will bring

GDPR Resources for UCC Staff
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What is GDPR?

GDPR = EU General Data Protection Regulation

GDPR comes into force on 25th May 2018
One set of DP rules for all EU member states

Principles of GDPR similar to current DP Acts

GDPR introduces many new elements and significant
enhancements to people’s rights which UCC must comply with
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What is Data Protection?

Data Protection is about individuals’ fundamental right to PRIVACY

When an individual
gives their personal
data to UCC, we have
a duty to keep their
details private & safe

DP governs the way in
which we deal with
personal information
(data)

Overseen by Office of
the Data Protection
Commissioner
DPC: Helen Dixon
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Upholds rights &
enforces obligations

What is ‘Personal Data’?
Data relating to living, identifiable individuals
Broader definition of personal data under GDPR:
- Obvious identifiers: names, addresses etc.
- Less obvious identifiers: physical, psychological, economic, cultural features, location data or online
identifiers
- If data is anonymised, GDPR does not apply
- If data is pseudonymised, GDPR does apply

Names

Addresses

Email
addresses

PPS Nos.

Date of Birth

Photographs

Video / CCTV
Images

Fingerprints
/biometric
data

Voice
recordings

Work
performance

Exam results

CVs/
References

Online
Identifiers

Nationality /
race

Blood
samples

Sick leave/
Medical certs

Location
data 6

Clinical files
for research
subjects

Special Categories of Personal Data
(Sensitive Personal Data)

Explicit consent (or another specific legal basis) required to process these:
Racial Origin
Political Opinions
Religious or philosophical beliefs
Trade Union Membership
Genetic Data (e.g. biological samples)
Biometric Data (e.g. fingerprints)
Data concerning Health
Data concerning a person’s sex life or sexual
orientation
Also separate rules for criminal convictions/
offences data (although not special category)
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Personal Data is everywhere!
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Processing
GDPR applies to everything we do to people’s personal data:

Processing means:
Performing any operation on personal data, whether or not by automated means,
including:

Obtaining

Storing

Recording

Altering

Organising

Erasing

Disclosing

Transmitting
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Why is GDPR / Data Protection Important?
People increasingly aware of their rights – expect
organisations to protect their personal data
Investigations/audits by the Office of Data Protection
Commissioner
Can be forced to release / destroy information
Data security breaches
Tougher financial penalties:
Fines of up to €2 million or 4% annual worldwide turnover
Negative publicity and loss of “consumer” confidence
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Negative Publicity
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Principles of GDPR
The Principles (rules) of GDPR are similar to current law,
with added detail and new Accountability principle
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Lawful Processing
We must have a valid legal basis in order to process personal data
•
•
•
•
•
•

The individual has given their clear consent (much stricter rules under GDPR)
Necessary for a contract
To comply with a legal obligation
To protect the life of the individual or another person
Necessary for you to perform a task in the public interest
Necessary for legitimate interests
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Fairness and Transparency
We must inform people what we will do with their data via a
Data Protection Notice.

Under GDPR, DP Notices must contain much more information, incl. details of:
Who is collecting
the data (e.g.
Department of X,
University College
Cork)

Why it is being
collected

What legal basis is
being relied upon
to process the
data

How it will be
processed

How long it will be
kept for

Who it will be
disclosed to

Individuals’ rights
(access, erasure,
restrict
processing)

The name and
contact details of
the Data
Protection Officer

The right to lodge
a complaint with
the DPC

The existence of
automated
decision making,
including profiling

Guidance available on www.ucc.ie/en/gdpr
14

Purpose Limitation

Only use personal data for the purpose that it was originally collected for

• Be clear about why you are collecting personal data
• Make sure that data subjects are also clear about the purpose(s) for which you are
collecting/holding their data and what they might be contacted about
• Cannot expand purpose without reverting to individual
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Data Accuracy

Keep all personal data accurate and, where necessary, up-to-date
•

The longer personal data is held, the more likely it will be inaccurate / out-of-date.

•

Individuals have the right to have errors rectified.

•

Staff must ensure that local procedures are in place to ensure high levels of data
accuracy, including periodic review and audit.
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Data Minimisation

Only ask for the minimum amount of data that you need:
If you don’t need it, don’t ask for it

Personal data must be:
• Adequate
• Relevant
• Limited to the minimum amount of personal data from
data subjects which you need to achieve your purpose.
Carry out periodic reviews of data being sought and data already held.
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Retention of Personal Data
Keep personal data only for as long as necessary
• Be clear about length of time data will be kept and reason for same.
• Data should never be kept “just in case”!
• Decide how long data should be kept for before you collect it.
• If you no longer need it, dispose of it in line with the UCC records management
policy.
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Security
Keep personal data safe and secure
• Take appropriate security measures when processing personal data
• Keep all personal data secure and in such a way that it does not permit unauthorised
access, intentionally or accidentally.
• Adhere to UCC’s Information policies at all times.
e.g.
üKeep personal data locked away
üEncrypt laptops
üDispose of personal data as confidential waste
üDon’t disclose to 3rd parties without permission
üDon’t share passwords
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Personal Data Security Breaches
Be vigilant and cautious - Prevent Data Security Breaches
• Examples:
Disclosure of
confidential data to
unauthorised
individuals

Loss or theft of
data or equipment
on which data is
stored

Inappropriate
access controls
allowing
unauthorised use of
information

Emails containing
personal data sent
in error to wrong
recipient

Emails sent to
mailing list not
using the BCC field

Hacking, viruses or
other security
attacks on IT
equipment /
systems / networks

• Applies to paper and electronic records
• Consequences: Fines, reputational damage, legal action, harm to individuals
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Personal Data Security Breaches (contd.)
Be vigilant and cautious - Prevent Data Security Breaches
ü If sending bulk emails, always use the BCC function
ü Double check when sending post or emails that they are addressed correctly
ü Take care when attaching files to emails that you don’t accidentally attach personal data
ü Don’t disclose personal data to 3rd parties (incl. parents of students) without consent from
individual
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What to do if you discover a data breach

Report any incidents immediately!
• Report incident to your Head of Department
• Head to report incident to Information Compliance Manager.
• Breaches managed by Information Compliance Manager with Corporate Secretary
and Director of IT Services.
• University assesses, contains and responds to incident (incl. notifying individuals
and DPC).
Under GDPR, mandatory breach notifications:
- to Data Protection Commissioner within 72 hours
- to data subjects ‘without undue delay’.
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Accountability
Maintain a record of processing activities
We are required to maintain records of processing activities in order to demonstrate
how we comply with data protection principles.
We need to document:

-

What
personal data
we process

Why we hold
it

How it was
obtained

The legal
basis for
processing

Where/how it
is stored

Security
measures in
place

Who can
access it

How long we
retain it

Register of Personal Data
Data Privacy Impact Assessments
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Rights of Data Subjects

All requests to be directed to Information Compliance Manager

• Right of access (copy to be provided within 1 month)
• Right to erasure (Right to be forgotten) - individuals can request that their
details be deleted in certain circumstances
• Right to restrict and object to processing
• Right to data portability
• Right not to be subject to a decision based solely on automated processing
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Other Key Changes under GDPR

Privacy by Design & Default
• Should be the norm
• Embedding privacy in all new processes/activities from the beginning

Data Protection Impact Assessments (DPIAs)
Mandatory for all new processing activities where privacy risks are high

•

International transfers
New rules for transfers outside the European Economic Area (EEA)

•

Data Processors
•

Increased responsibilities for data processors (important where UCC acts as a data
processor for another organisation)
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GDPR Resources for Staff
GDPR website now live – www.ucc.ie/en/gdpr
FAQs
Data Protection Essentials Leaflet
Online training programme for staff to be rolled out next week
Data Protection Champions established in every department
Data Protection Policy revised and approved
Procedures being revised
Data Protection Notices being revised/created
New Data Protection Impact Assessment Process being trialed
Forms, templates and guidelines available shortly
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Thank you for
your attention

FOR FURTHER INFORMATION, CONTACT:
Catriona O’Sullivan
Information Compliance Manager
Office of Corporate & Legal Affairs, UCC
Tel: 021 4903949
Email: gdpr@ucc.ie
Web: www.ucc.ie/gdpr

Key Take-Aways

• Tell people what you’re going to do with their personal data
• Don’t use data for a different purpose
• Take extra care if you are using sensitive personal data
• Keep data safe and secure
• Report any suspected data breach
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