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1.

Introduction

= Organizations are exceedingly becoming prudent about customers privacy. However, these organizations

need to share application data for a variety of reasons, including, for informed decision making, for the

purpose of revenue generation, due to legal obligation or in general, for predictive analytics.

= To obtain richer insights from organizations application data, organizations frequently delegate this task to

third parties who specializes in data analytics.

= Little attention has been paid to the measurement of risk to privacy in Database Management Systems,

despite their prevalence as a modality of data access.
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2.

Query Abstraction

Li] Query (Q:)

SQL Query Abstraction A(Q;) |

[

SELECT lastName, gender, city
FROM hospitaldb
WHERE firstName = ‘Bob’;

{SELECT, lastName, gender, city,
hospitaldb, firstName,}

2 SELECT lastName, gender
FROM hospitaldb
WHERE firstName = ‘Bob’;

{SELECT, lastName, gender,
hospitaldb, firstName,}

3 SELECT lastName, gender,
department
FROM hospitaldb;

{SELECT, lastName, gender,
department, hospitaldb}

4 SELECT lastName, department
FROM hospitaldb

{SELECT , lastName, department,
hospitaldb , firstName,,}

WHERE firstName = ‘Alice’;
Figure 1: Examples of SQL query is abstraction.

= A real-time measure of the (privacy) risk associated with queries by third parties against a Relational
Database is desirable.
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Figure 4: The run-time profile is compared with the baseline profile resulting in a
privacy score. Each n-gram from the set of mismatched n-grams is compared with
each n-gram in the baseline profile.
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* To unravel this we proposed an Privacy-equivalence relation based

i ) ) ) on Privacy-Aware attribute relationship diagram using on
Figure 2: The architecture of privacy score systems: baseline
profile generation phase. The first step is of data collection
followed by query abstraction stage and subsequently the

step a baseline profile generation.

Discrimination Rate Privacy metric.

Figure 3: The architecture of privacy score systems: Scoring
engine. The first three steps in scoring engine are same as are in .
first phase. The output of profile generation is a run-time profile.

A privacy equivalence relation based on Discrimination Rate (DR)
Privacy metric enables to compare two queries in-terms of privacy.

4. Computlng the Score * DR for an attribute is given by: DRx(Y) = 1— H}f((g) )
A [< Bo>, < B1, B2, Bs....., Bx>] HX) = -%ﬂ(ﬂlwz(p(x)) @  HXM = —x;% y;zmx,y)log(p(xly» (©)

A< Bo>, < By, B2>] * DR for a combination of attributes is given by:

l CDRx(Y1,Ya,...Yn) =1

_H(X|Y1,Y2,...Y,.) 4
| | o N
ﬁ-{) ﬁ_:l 32 33 ﬁX * Identification capability of SQL query is computed as
' DRSQL(A(Q;)) = CDRx(A(Q)).
= O S A OL(A(Q)) = CDR((4(0))
P< po, o>

Figure 6: Variations of privacy score computations: This figure shows a variety of ways in which John Smith Male Oncology  Vancouver Dr.George
individual privacy scores and cumulative privacy scores can be computed. For example, Bob Lopez Male Oncology  Vancouver Dr.George
A h lati . for dav 1 d dav 2 h Alice Miller Female Oncology Vancouver Dr.George
: [<. B.O > < B.l’ B, >] represents the cumulative privacy for day 1 and day 2. P< B, 3;> represents the Bob Smith Male Cardiology  Vancouver Dr.Albert
individual privacy score for day 3. John Wilson Male Cardiology  Vancouver Dr.Albert

. Figure 5: An example table having records of five individuals.
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Figure 7: This figure shows the privacy score in banking settings. Red bar shows actual privacy score.
Green bar in the figure indicates the maximum possible privacy score M. Blue line shows the

cumulative privacy score.
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aggregate queries.

= The literature lacks on approaches that measure privacy in

interactive settings within the RDBMS framework that provides a
quantitative score enabling the concerned to monitor and detect

any exploitation of their application data.
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