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LIC( A privacy-preserving protocol for indoor Wi-Fi localization
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Indoor localization is gaining popularity due to the weak signals of GPS In an User et

Indoor environment. As a result, Wi-Fi fingerprinting Is becoming increasingly
popular as an alternative as it allows localizing users Iin an indoor environment.
However, there are privacy concerns that come with indoor localization,
especially In sensitive settings such as an airport or hospital. To solve this
problem, most of the literature focuses on the privacy of the user neglecting the
Service Provider (SP), thereby exposing the SP’s database. Another area that has

not been adequately addressed so far is how the SP can have real-time access to Enc(B*)
the user’s location without, at the same time violating the user’s privacy. For v, < {0,1}
. . . . u ‘ Enc(B¥*) « Enc(pk,, B¥)
example, an employer may wish to monitor his employees in areas deemed Enc(V,) « Enc(pk,,V,)
sensitive, without violating their privacy elsewhere in the building; and can this 6, « Dec(sky, Enc(6,)) ) = SRARION
be achieved indoor with a secured database that cannot be used for malicious ty = (x,5) = loc{6;} ’?eC(SkS’SB“)
activities by users? B, = create(ty) L= {Aiti=
B# = Enc(B"®B, 0 « otherwis;e
EIT_he protocol uses an honest-but-curious security r_nodel, €, both parties = 0=|Vi-V,| = NV - Vi,)?
will follow the protocol but try to learn additional information about the \

other
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The protocol is secure if a user’s exact location: 0= HV‘ Vui” = 2=1(7; ruj)

= |s privacy preserved and N 9 N 9 N
m A SR = AP Sl = Y =21 T
= the server learns only the predefined area of interest of the user’s j=1 Tl Zjma T+ Ljer — 20y Ty
location but not the exact location Applying the properties of homomorphic encryption yields:
dThe protocol is data privacy preserved if the user Is unable to
= Obtain the list of reference Wi-Fi fingerprint (the Radio map) - i_ienc(r{) - enc (Tqu) renc(—2ry; - 1)

= Privacy of the predefined areas encoded In the filter are preserved

" where enc (—Zrij -rui) = enc(—2rn,,)"V

~ v

dThe process is divided into two-phases: —IPrivacy of the user:
= Offline phase | " User’s fingerprint sent to the server 1s encrypted
= Online phase " The server cannot determine the closest neighbors of the user’s location
Offine training without the user’s private key
,(‘;” . ,“5? . C » The exact location Is encoded using spatial Bloom filter before being sent to
.......... i Wi-Fi fingerprint reference database the server
a0 0 06l0 0 o ole o Wi-Fi Sampling . ] _ _
SR I ! nmm-m = The filter is permuted to conceal the exact location of the user from the server
B LRI S e e P P 1 IR O = The server learns only the area of interest after decrypting the filter
© ©) " The server learns nothing about the user’s location if the user 1s not in the area
2 _100 T'22 T23 P _100 -
* * of interest
e Matching 3 T =100 r I - .
Olzhn)e positioning @ Algorithm 3,1 3,3 3n DPrlvacy Of the Server.
(@) (@) ser’s fingerprin . . - - -
R > . . . . . . = The closest neighbours are always blinded with a random number to prevent
D e H l ne o1, =100 - 7 the user from knowing the Euclidean distances
T AP ! ) 1l - - -
S v e 8¢ o o . = The server encrypts the filter with the predefined encoded areas before
’ .ep. ) :P '< userlocaJtion Sending (0] the USEr
] @ & & & o @ ' e - - .
©) (©) = The user cannot determine the predefined areas without the server’s secret
key

1 Data structure to approximate set

membership queries = The two-party protocol for indoor localization guarantees the location
Y Y, N )" privacy of the user using homomorphic encryption

d No knowledge of the set

. = Most of the computational overhead at the user-side Is delegated to the

 False positives are allowed, but false , IR .

_ _ =3 \ server while hiding the exact location

negatives are not possible K3/ N LN T~ _ _

| | 000101010002 00100001000001000100 ™ Theusercannotdetermine the predefined areas

D M blnary Set Wlth OS |0 123 45 6 7 8 9101112 13 14;232&51? 18 19 20 2122 23 24 25 26 27 28 29 3031 - The pI‘O‘[OCO; preserves tjfle privacy Ofthe SP,S database
I — |
H Givenset S = txy, X3, X3} * The server can only learn the user’s location in predefined areas but not
dQH=1{hy .., h} H:{01}'> {1, .., m} the exact location
Qlnsert set members by: = Designing a two-party protocol against malicious (active) adversaries
» ifh;(x;) =asetB{a} =1 = A three-party model defending against malicious adversaries to

0 To check if y € S outsource most of the computation to the user-side

= [h;(y)] = 1 for all k hash functions,
minus the probability of false positive
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